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SVSI security Tab Explained

Encoder and Decoder Security Tab

~r=x N-Series 3000 Encoder | 00:19:0B:80:31:77

Seftings HostPlay IR N-Act Serial Security Record RSS EDID lLogs LLDP  Neflinx

Force HTTPS Connection

Enable Stream Encryption

Change Stream Encryption Password: @

Command Port Securi

Secure Ports Only

Change Command Password:

Cancel Save -

3

Ll c55D-16372 Debu...bin =~ Show all X

Y (05051 | & 23,2552 2000 [ o o | v

Force HTTPS Connection=» Requires HTTPS://encoder_IP_Address
Enable Stream Encryption=» Will encrypt the stream from encoder to decoder. Theses passwords must match on all
units that will need to view the stream.

*kwith stream encryption enabled you will not be able to view the stream in VLC.

*FHIf the customer has the folder to expose the encrypted check box, checking and unchecking the box has no effect
on the 3k units
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Command Port Security

When Secure ports only is checked all unsecure command ports (50002-4) are non-responsive.

You will use 50102 for a persistent connection, this is an ssl connection so it will require you to open an ssl socket.
Regular control ports are incremented by 100 in secure mode. 50001 become 50101, 50002 become 50102, etc.
Command structure changes too. All APl commands are prepended with the password that is set in the command
password box (default is password) . example commands are

Local:I\r = password\r\local: I\r
Live\r = password\r\live\r
All commands in the direct APl are relevant as long as the prepend Is in place.
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